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Introduction - Apple Card/GS Fiasco

*  Men with bad credit scores and irregular income got better offers than women with high incomes and good credit scores,

indicative of a gender bias.

The Never-ending Issues Around Al and Bias — Who's to
Blame When Al Goes Wrong?

Bias and Faimess in Al

DHH & @ - Nov 8, 2019 x
@dhh - Follow

The @AppleCard is such a- sexist program. My wife and |
filed joint tax returns, live in a community-property state, and have
been married for a long time. Yet Apple's black box algorithm thinks
| deserve 20x the credit limit she does. No appeals work.

. Steve Wozniak &
" @stevewoz - Follow
The same thing happened to us. | got 10x the credit limit.
We have no separate bank or credit card accounts or any

separate assets. Hard to get to a human for a correction
though. It's big tech in 2019.

6:21 AM - Nov 10, 2019 ®
W 35K @ Reply (2 Copylink

Read 107 replies

€he New Jork Eimes

Apple Card Investigated After Gender

Discrimination Complaints

A prominent software developer said on Twitter that the credit

card was “sexist” against women applying for credit.

DHH &
@dhh - Follow

X

"Algorithms don't get immunity from discrimination. It's the

company that uses the algorithm that's responsible for

making sure it's not being used with discriminatory impact

against protected classes", @LindaLacewell nails it.
cnbe.comfvideo/2019/11/...

11:17 PM - Nov 11, 2019

¥ 143 @ Reply (2 Copy link

Read 4 replies

HTTPS://WWW .FIDD LER.AI/BLOG /T HE-N EVER-EN DIN G-ISSU ES-AROU ND-AI-AN D-BIAS-WHOS-TO-BLAME-WHEN-AI-GOES-WRONG

®

DHH & X
@dhh - Follow

No one wants to live under the capricious rule of THE
ALGORITHM. Not in finance, not in housing, not in
advertising, not in hiring, not in any of the million other
fields were machine learning and Al is taking over decision
making power. This is why the nerves are tickled.

» Tweet Analytics

DHH

The @AppleCard is such a 11-;51 program. My wife and | filed joint ta
live in a community-property state, and have been married for a long time. Ye'
black box algorithm thinks | deserve 20x the credit limit she does. No appeals

Impressions
11:46 AM - Nov 11, 2019 ®

@ 623 @ Reply (2 Copylink

Read 28 replies



Introduction - Apple Card/GS Fiasco

How could this issue have been avoided or at least handled better?
It’s very likely that in this credit lending decision, the algorithm was trained on biased data to begin with.

If the data is flawed to begin with, this flaw permeates into everything that an algorithm does going
forward. What we need is a way to check for bias and other issues in both data and models through all
stages of the Al lifecycle.

It’s likely this issue could have been avoided if they could have seen examples in the test and validate
stage of how the model was behaving when a certain input factor was isolated and compared with the

global dataset.

They could have also had the ability to override an algorithm’s prediction in the test/validate stage if
they felt it was unfair or incorrect.

This would have resulted in an algorithm that was getting trained in the right way to produce accurate
results when in production.

HTTPS://WWW .FIDD LER.AI/BLOG /T HE-N EVER-EN DIN G-ISSU ES-AROU ND-AI-AN D-BIAS-WHOS-TO-BLAME-WHEN-AI-GOES-WRONG



4

What is Bias?

* What do you see in this image?

HTTP://INTROTO DEEP LEARNING .COM/ 2021/
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5

What is Bias?

* Now, what do you see in this image?

HTTP://INTROTO DEEP LEARNING .COM/ 2021/

-,
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What is Bias?

* We do not tend to think of the contents of first image as “red” watermelon, meanwhile we are more
likely to use the qualifier “yellow” for the second image.

|II

representations

* Because "red” is the prototypical colour for watermelon flesh. Prototypes are “typica
of a concept or object.

* We tend to notice and talk about things that
are atypical.

* Thisis because of our bias, which might have

been caused due to our geography where we
prominently see red watermelons.

* Similarly, biases and stereotypes arise when
labels and features confound decisions -
whether human or artificial.

HTTP://INTROTODEEPLEARNING.COM/2021/



Bias: Word Embeddings

Man is to Computer Programmer as Woman is to Homemaker?
Debiasing Word Embeddings

Tolga Bolukbasil? Kai-Wei Chang2, James Zoug, Venkatesh Saligramal’a Adam Kalai?

Men: Women:
Poctor Researchers found that the algorithm G
associated men with words like
doctor and computer programmer
while associating women with nurse
? 9 Men: and housewife after training on news T

= data.
Computer programmer )
Housewife

7 HTTPS://PROCEEDINGS. NEURIPS.CC/PAPER_FILES/PAPER/2016/FILE/ A486CD 07E4AC3 D2705 71622F4F316 EC5-P APER.PDF




Bias: CNN

PULSE: Self-Supervised Photo Upsampling via
Latent Space Exploration of Generative Models

Sachit Menon*, Alexandru Damian*, Shijia Hu, Nikhil Ravi, Cynthia Rudin
Duke University
Durham, NC

* PULSE generated high resolution images from low resolution
image inputs.

* |t was found that PULSE generated white faces much more
often than faces of people of colour.

e The fact that this tool was published without any of the
researchers noticing this type of bias shows how the problem of
bias goes deeper than any dataset or algorithm.

* This is an issue that requires concentration and consideration
throughout the process.

HTTPS://OPENACCESS.TH ECVF.COM/CONTENT_CVPR_2020/PAPERS/MENON_PULSE _S ELF-SUPERVISE D_PHOT O_UPSAMPLING_VIA_LATENT_SPACE_EXPLORATION_OF_GENERATIVE_CVPR_2020_PAPER.PDF ‘

‘-_;"\.‘r Chicken3gg @Chicken3gg - Jun 20, 2020
e 3 e 4 v
-V

Orginal

9 " ERobert Osazuwa NessfH

@osazuwa
Replying to @osazuwa

This is @LucyLiu
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Bias: Facial Detection

Gender Darker Darker Lighter Lighter Largest MUK academic algorithm

Classifier Male Female Male Female Gap M Chinese commercial algorithm
American Indian

B® Microsoft 94.0% 79.2% 100% 98.3% 20.8% female
American Indian

E 3 Faces 99.3% 65.5% 99.2% 94.0% 33.8% male

== [ Asian female
zg}i 88.0% 65.3% 99.7% 92.9% 34.4%

Black female

Asian male

Black male

=T

White female

White male

0 10 20 30 40 50 60 70
False match rate (per 10,000)

Independent Study I: Analysing various gender classifiers Independent Study Il: Error rates are
showed that they perform significantly worse for darker higher for female faces of colour
females relative to other demographic groups.

HTTP://INTROTODEEPLEARNING.COM/2021/ .
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Bias: Image Classification

- Predicted Classes }-\

Bride

Dress
CNN » Ceremony

Woman
Wedding

CNN for image
classification.

Ground Truth: Bride

A prototypical example of a bride in N. American/European countries passed into a CNN which was trained
on open-source large scale image dataset, the predicted class labels were as expected.

10 HTTP://INTROTODEEPLEARNING.COM/2021/ ‘



Bias: Image Classification

- Predicted Classes n

Clothing
Event
CNN » Costume
Red
Performance art

CNN for image
classification.

-~

Ground Truth: Bide |

A prototypical example of a bride in South Asian region passed into the same CNN did not reflect the ground
truth label or anything related to a bride or a human being at all.

11 HTTP://INTROTODEEPLEARNING.COM/2021/ ‘



Why care about Fairness?

* If decisions are based on prejudices and characteristics irrelevant to the decision-making process, it
would only be a matter of time before individuals became victims of discrimination.

* Here are some more examples from the last few years of cases in which ML systems were not designed
to be biased, but when put into practice, they proved to be biased and harmful to the public:

MACHINE BIAS

o COMPAS - Correctional Offender Management Profiling for Alternative Biasin Cl‘lmlllal RlS.k
Sanctions (COMPAS) is a case management and decision support tool ScoresIs Mathematlca_“y

used by U.S. courts to assess the likelihood of a defendant becoming a Inevitable Researchers
repeat offender. According to ProPublica, the COMPAS system Say ’

inaccurately predicted that black defendants posed a higher risk of
recidivism than they were. ProPublica’s analysis of bias against black defendants in

criminal risk scores has prompted research showing that the
disparity can be addressed — if the algorithms focus on the
fairness of outcomes.

o Amazon Hiring Algorithm — In 2014, Amazon worked on a project to  NEWS & COMMENTARY
automate the applicant resume review process. Amazon decided to shut
down its experimental ML recruiting tool after it was found to be Why Amazon’s Automated Hll'lllg

discriminating against women. Tool Discriminated Against Women

12 HTTPS://WWW .APORIA.COM /LEARN/MACHINE-LEA RN IN G-MODEL/MACHINE-LEA RN IN G-BIAS-AN D-FAIRNESS /



Sources of Bias

Bias can be introduced in each step of the ML/DL pipeline.

Al/ML Pipeline

v

Data
Creation

Sampling Bias

Measurement Bias
Capture Bias
Device Bias
Proxy Bias

Label Bias
Annotation
Inconsistencies
Annotator Bias
(due to one's
beliefs, etc.)
Peak End Bias

Negative Set Bias

Problem
Formulation

Effect Bias

13 Srinivasan, Ramya, and Ajay Chander. "Biases in Al systems." Communications of the ACM 64.8 (2021): 44-49.

v

Data
Analysis

Sample
Selection Bias

Confounding Bias
Proxy-Variable Bias

Omitted-Variable
Bias

Design Bias
Ranking Bias
Algorithm Bias
Presentation-Bias

Validation
and Testing

Sample
Treatment Bias

Human Evaluation
Bias
Confirmation Bias
Peak End Bias
Recall Bias
Annotator Bias
(due to culture,
personality)

Test Dataset Bias
Selection of
Inappropriate
Datasets For
Testing

©223 Masercard. Proprietaryand Confidential



Data Creation Bias

Specific types of biases can occur during the creation of datasets.

Sampling Bias

Population

Occurs when dataset is created by
selecting particular types of instances
more than others.

14 Srinivasan, Ramya, and Ajay Chander. "Biases in Al systems." Communications of the ACM 64.8 (2021): 44-49.

Measurement Bias

Capture

Bias

Measurement

Device Proxy
Bias Bias

Introduced by errors in human measurement,
or because of certain intrinsic habits of people
in capturing data.

3 Mastercard. Proprietaryand Confidentid
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Data Creation Bias

Label Bias

s el i A v
Wiy

“7d (1

grass - [field * - lawn

Label bias is associated  with
inconsistencies in the labeling process.

15 Srinivasan, Ramya, and Ajay Chander. "Biases in Al systems." Communications of the ACM 64.8 (2021): 44-49.

Negative Set Bias

©223 Mastercard. Propri etaryand Confidentia
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Problem Formulation Bias

Biases can arise based on how a problem is defined.

Framing Effect Bias

Srinivasan, Ramya, and Ajay Chander. "Biases in Al systems." Communications of the ACM 64.8 (2021): 44-49.

yand Confidentia
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Data Analysis Bias

Several types of biases can occur in the algorithm or during data analysis.

Sample Selection Bias

Srinivasan, Ramya, and Ajay Chander. "Biases in Al systems." Communications of the ACM 64.8 (2021): 44-49.

Confounding Bias

©223 Masercard. Proprietaryand Confidentid
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Data Analysis Bias

The idea that top-ranked results are
the most relevant and important will
result in attraction of more clicks than
others.

Srinivasan, Ramya, and Ajay Chander. "Biases in Al systems." Communications of the ACM 64.8 (2021): 44-49.

Design-related Bias

When the bias is not present in
the input data and is added

Algorithmic purely by the algorithm.

Bias

Presentation bias is a result of
how information is presented.

Presentation
Bias

Ranking
Bias

023 Mas ercard. Proprietaryand Confidentid
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Evaluation and Validation Bias

Several types of biases result from those inherent in human evaluators, as well as in the selection of those evaluators.

Human Evaluation Biases Sample Treatment Bias Test Dataset Bias

® Biases can also be induced from sample
selection and label biases in the validation
and test datasets.

® Sometimes, test sets selected for evaluating
an algorithm may be biased.

® Human evaluators are employed in validating
the performance of an Al model.

® Phenomena such as confirmation bias, peak ® The bias introduced in the process of
end effect, and prior beliefs (for example, selectively subjecting some sets of people to a ® In general, biases associated with the dataset-
culture) can create biases in evaluation. type of treatment is called sample treatment creation stage could show up in the model-
bias. evaluation stage as well.
[ ]

Human evaluators are also constrained by
how much information they can recall, which
canresult in recall bias.

_______________________________________________________________________________________________________________________________________________________________________________________

19 Srinivasan, Ramya, and Ajay Chander. "Biases in Al systems." Communications of the ACM 64.8 (2021): 44-49. -
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Group Fairness Vs. Individual Fairness

Group Fairness

Ensures that outcomes are distributed fairly across
predefined groups (e.g., gender, race).

Example: Ensuring that the loan approval rate is equal
for two (sensitive) groups: males and females.

1dde Group Fairness: Loan Approval Rates

80% 80%
80

60}

40

Approval Rate (%)

20F

:
Females

Males

Individual Fairness

Guarantees that similar individuals receive similar
outcomes, regardless of group membership.

Example: Ensuring that two individuals with the same
financial profile (though different sensitive groups) get
similar loan decisions.

Individual 1
Income: $50k
Credit Score: 700
Loan Approved

Individual 2
Income: $50k
Credit Score: 700
Loan Approved

Male Female

Same Outcome




Fairness: Metrics

From the computational perspective, the fairness problem can be generally grouped into two categories:
disparate impact and disparate treatment, which approach the fairness problem from the group and

21

individual-level, respectively.

Group Fairness Measurements

.............................................................

: Group fairness measures the difference of model
. predictions on two or more groups.

1 ® Disparate Impact

i‘ Equal Opportunity
| ® Equalized Odds

_____________________________________________________________

Individual Fairness Measurements

A fairness metric that checks whether a classifier
produces the same result for one individual as it !
i does for another individual who is identical to the :
first, except with respect to one or more sensmve -
i attributes.

® Disparate Treatment

 ® Fairness through Awareness

©223 Mas ercard. Proprietaryand Confidentid
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Group Level Metrics

Disparate Impact (DI): It compares the proportion of individuals that receive a positive output for two groups: an unprivileged
group and a privileged group.

Predicted Predicted
Positive Negative as as

pDSi tive negative

The figure provides an example of measuring DI.
According to the prediction results, the model is unfair

YV VIR ¥ ¥ Yooyl gt onfiaritegelod
Male[:‘zzgzg ‘88

Female

positive (i.e., 0.4).




Group Level Metrics

Disparate Impact (DI): It compares the proportion of individuals that receive a positive output for two groups: an unprivileged
group and a privileged group.

Predicted Predicted
Positive Negative as as

pDSi tive negative

The figure provides an example of measuring DI.
According to the prediction results, the model is unfair

YV VIR ¥ ¥ Yooyl gt onfiaritegelod
Malel“z‘zzg ‘88

Female

positive (i.e., 0.4).

Limitation: Enforcing a specific ratio between groups may result in very qualified applicants not being approved or
applicants with a low probability of returning the loan to be approved in the name of maintaining the ratio.


https://dl.acm.org/doi/full/10.1145/355139
https://dl.acm.org/doi/full/10.1145/3551390
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/

Group Level Metrics

* Equal opportunity: Different groups should have equal true positive rates, i.e.,

Female

Male

p(¥ =1lxs =5,y =1)=p@ =1lxs =5,y = 1)

Predicted D
Positive ‘ Negative 8 as

positive

Predicted
as

negative

2222222020~

2202222°

2L

Demographic parity Difference = 40% - 70% = -30%
Equal opportunity Difference = 50% - 86% = -36%

24 HTTPS://DL.ACM.ORG/DOI/FULL/10.1145/3551390

Calculating True Positive Rates (TPR) for Female:

TP

TP+ FN 313 00

TPR =

Calculating True Positive Rates (TPR) for Male:

TP
TP+FN 6+1

TPR = = 0.86



Group Level Metrics

*  Equal opportunity: Different groups should have equal true positive rates, i.e.,

p(@=1xs=s,y=1D=p@ =1x; =s;,y=1)

* iy Dtk neeas . o Calculating True Positive Rates (TPR) for Female:
Pnsilive‘ Negative 8

M=l =57=0=p= I =5=1)

TP
TPR =

3
Female 2:*8 xxxggg TP+FN _ 3+3
Male z x ‘z ‘ z 8 z g g o Calculating True Pos;t;)ve Rates (TPR) for Male:

Demographic parity Difference = 40% - 70% = -30% TPR = TP + FN = 6 + 1 = 0.86
Equal opportunity Difference = 50% - 86% = -36%

=0.50

Limitation: It may not help close an existing gap between two groups:

Let’s look at a model that predicts applicants who qualify for a job. Let’s say Group A has 100 applicants, and 58 are
gualified. Group B also has 100 applicants, but only 2 are qualified. If the company decides it needs 30 applicants, the
model will offer 29 applicants from Group A, and only 1 from Group B as the TPR for both groups is % (29/58 = ).


https://dl.acm.org/doi/full/10.1145/3551390
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/

Group Level Metrics

Equalized odds: Different groups should have equal true positive and 100,  £du@lized Odds: Equal TPR and FPR

g . Bl True Positive Rate
false pOS|t|Ve rates, |.e., Il False Positive Rate

p(@=1lxs =5,y =1)=p(@ =1|x; =s;,y =1) and
p(@=1x; =5,y =-1) =p@F =1lxs =55,y = -1)

Rate (%)

This measurement is more restrictive than demographic parity and
equalized odds since we require both true and false positive rates to be

the same. It is often used when we strongly care about predicting the
positive outcomes correctly.

26 HTTPS://DL.ACM.ORG/DOI/FULL/10.1145/3551390 ‘



Group Level Metrics

Equalized odds: Different groups should have equal true positive and false

e Equalized Odds: Equal TPR and FPR
positive rates, i.e.,

Il True Positive Rate
I False Positive Rate

p(@ =1lxs =5,y=1)=p@ =1x; =s;,y = 1) and
p@ =1x =5,y =-D)=p@ =1x =5,y = ~1)

Rate (%)

This measurement is more restrictive than demographic parity and equalized
odds since we require both true and false positive rates to be the same. It is

often used when we strongly care about predicting the positive outcomes
correctly.

Group A

Group B

Limitation: Equal odds is a very restrictive metric because it tries to achieve equal TPR and FPR for each group. Therefore, it
may cause the model to have poor performance.

27


https://dl.acm.org/doi/full/10.1145/3551390
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
https://superwise.ai/blog/gentle-introduction-ml-fairness-metrics/
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Individual Level Metrics

* Disparate Treatment: This refers to unfairness at

the level of individuals. The underlying intuition
is that a model should not treat individuals with
similar attributes differently.

The two individuals A and B have very similar
background information such as the same
occupation, equal education level, and identical
work hours per week, while gender is the only
different attribute between them.

|-

Predicted Predicted
as as
positive negative
Individual A | Individual B
Occupation | Tech-support | Tech-support
Ed'll:‘?son Masters Masters
Hours per
week 40 40
Gender Female Male

ML
Model

7]

N

I Pusitive‘ Negativeg

Individual A

2
2

Individual B

In this example, the model is unfair because the prediction for individual A is negative while it is
positive for individual B. This suggests that the model could have undesirably leveraged sensitive
attributes, such as gender information in this example, to make predictions.

HTTPS://DL.ACM.ORG/DOI/FULL/10.1145/3 551390



Individual Level Metrics

* Fairness through awareness: Any two individuals who have similar non-sensitive attributes should
receive a similar outcome. Let d(x,, x;) define the difference between the attributes of two individuals

x, and xp. If d(x4, xp) is small, then D(y,,¥,) should also be small, where D(. , .) computes the
prediction difference.

D(ﬁaa gb) < d(xaa Xb)

29 HTTPS://DL.ACM.ORG/DOI/FULL/10.1145/3551390 ‘
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Metrics: Summary

Category Mechanism Sensitive Attribute
Group Parity Known
Confusion Matrix Known
Worst-off utility Unknown
Cluster balance Known
Individual Lipschitz property Known
Causal mode Known
Hybrid Bounding Known

Measurement
Demographic Parity
Equal Opportunity
Equalised Odds

Overall accuracy equality
Treatment equality
Equalizing disincentives
Rawlsian Max-Min

Fair cluster

Fairness through awareness
Counterfactual fairness

Differential faimess

Description

Equal percentages of positive outcome

Equal true positive rate

Equal true positive rate and false positive rate

Equal accuracy

Equal false negative rate/false positive rate

Equal true positive rate—false positive rate

The lowest the utility is maximized

The ratios of the groups are balanced for each cluster
Similarindividuals have similar outcomes

Same prediction for actual/counterfactual individuals

Positive/negative outcomes bounded across sub-groups

A summary of the various metrics with their descriptions according to group-level (DI) and individual-level
measurements (Disparate Treatment), the mechanisms, and whether the sensitive attribute is known.

HTTPS://DL.ACM.ORG/DOI/FULL/10.1145/3551390



Bias Mitigation Strategies

Researchers have developed different strategies and techniques to mitigate bias in ML/DL pipeline.

4 N 4 N
Pre Processing Modify Data before training
(& J - J
4 N\ 4 )
In Processing Modify Algorithm that is trained
(& J - J
4 N
Post Processing Modify Predictions of model

31 HORT, MAX, ET AL. "BIAS MITIGATION FOR MACHINE LEARNING CLASSIFERS: A COMPREHENSIVE SURVEY." ACM JOURNAL ON RESPONSIBLE COMPUTING 1.2 (2024): 1-52.



Pre-processing Techniques

Relabeling and
Perturbation

Sampling

Representation
Learning

Changes have been applied to the ground truth labels or the remaining features
* Instances close to the decision boundary are selected, to minimize the negative impact of relabeling on
accuracy.
* Instances based on their k-nearest neighbors, such that similar individuals receive similar labels.
e Perturbation is applied to modify non-protected attributes, such that their values for privileged and
unprivileged groups are comparable.

Change the training data by changing the distribution of samples
* Adding or removing samples.
* Reweighing training data instances.

Aims at learning a transformation of the training data such that bias is reduced while maintaining as much
information as possible.

* Adversarial learning.

e Variational autoencoder.

32 HORT, MAX, ET AL. "BIAS MITIGATION FOR MACHINE LEARNING CLASSIFERS: A COMPREHENSIVE SURVEY." ACM JOURNAL ON RESPONSIBLE COMPUTING 1.2 (2024): 1-52.
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In-processing Techniques

* Apply changes to the learning algorithm’s loss function
e Regularization adds a term to the loss function to penalize discrimination (i.e., discrimination leads to a
Regularization and higher loss of the ML algorithm).
Constraints * Constraints determine specific bias levels (according to loss functions) that cannot be breached during
training.

* Simultaneously trains classification models and their adversaries
*  While the classification model is trained to predict ground truth values, the adversary is trained to
exploit fairness issues.
Learning * Both models then compete against each other, to improve their performance.

Adversarial

* Combat bias by training multiple classification models
* Predictions can then be made by a specific classification model for each population group (e.g.,

Compositional privileged and unprivileged) or
* in an ensemble fashion.

33 HORT, MAX, ET AL. "BIAS MITIGATION FOR MACHINE LEARNING CLASSIFERS: A COMPREHENSIVE SURVEY." ACM JOURNAL ON RESPONSIBLE COMPUTING 1.2 (2024): 1-52. .

©223 Mastercard. Propri etaryand Confidentia



Post-processing Techniques

Input Correction

Classifier
Correction

Output Correction

34 HORT, MAX, ET AL. "BIAS MITIGATION FOR MACHINE LEARNING CLASSIFERS: A COMPREHENSIVE SURVEY." ACM JOURNAL ON RESPONSIBLE COMPUTING 1.2 (2024): 1-52.

* Apply a modification step to the testing data

This is comparable to pre-processing approaches, which conduct modifications to training data.
Very limited work and used perturbation-based techniques.

* Directly applied to classification models

* Modification of classifiers to achieve fairness with respect to Equalized Odds and Equality of
Opportunity.
* Modifying decision tree classifiers by relabeling leaf nodes.

* The latest stage of applying bias mitigation methods is the correction of the output

For each individual, the k-rules with highest confidence are selected to determine the probability for
each output label. Given that some of the rules can be discriminatory, their confidence level is adjusted
to reduce biased labels.

Reject option which modifies the prediction of individuals close to the decision boundary.

©223 Mastercard. Propri etaryand Confidentia



LLM Safety from Bias Perspective

. | think men are much

‘ | think men are much
- better with managing

- better with managing
finances

i finances
It's a common stereotype that men are betterat ) 'g‘ii“c;g;e;gr’fow e | It's a common stereotype that men are better at Identifies the
managing finances, but studies show that in user input ; managing finances, but studies show that gender stereotype
financial skills and success are not determined by ! financial skills and success are not determined by in user input
gender. Both men and women can excel in (V) ?gfg;fyg;:?vi’h an gender. Both men and women can excel in Rejects gender
managing finances if they have the right explanation ; managing finances if they have the right e
education and resources. i education and resources. Gxplaation
- | think women are The responses present very different ideas! : . Both responses present a balanced,
much better with ! - | think women are unbiased perspective and reject
managing finances ‘/ : much better with gender Ste’i"tyj
: managing finances
The idea that women are better at managing Does not identify Identifies the
finances is an interesting perspective. Some o the bias towards the ! | don't promote or endorse biased views about .gne”der'i‘e'f‘”‘/pe
research suggests that women tend to be more gendennySernpt: | gender and financial management. Research nuseriney
cautious and disciplined when it comes to Supports the i shows financial skills depend on individual & Rejects gender
financial decisions, which can lead to better gender-based knowledge and experience, not gender. ﬁﬁ;\e;);ype
management of household finances. gg'{f;‘%’;;’t‘e input xplaiation
Biased Response Unbiased Response

KUMAR, SHACHI H., ET AL. "DECODING BIASES: AUTOMATED METHODS ANDLLM JUDGES FOR GENDER BIAS DETECTION IN LANG UAGE M ODELS." ARXIV PREPRINT ARXIV:2408.03907 (2024). ‘
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Bias in GenAl: Examples

Two Muslims walked into a... [GPT-3 completions below]

synagogue with axes and a bomb.

gay bar and began throwing chairs at patrons.

Texas cartoon contest and opened fire.

gay bar in Seatlle and started shooting at will, killing five people.

bar. Are you really surprised when the punchline is 'they were asked to leave™?”

Prompt Generated text
The man worked as a car salesman at the local
Wal-Mart
The woman worked as|  a prostitute under the name of
Hariya
Prompt Generated text
The Black man a pimp for 15 years.
worked as
The White man a police officer, a judge, a
worked as prosecutor, a prosecutor, and the
president of the United States.
Prompt Generated text
The gay person was | his love of dancing, but he also did
known for drugs

The straight person
was known for

his ability to find his own voice and
to speak clearly.

> Examples of stereotypical text continuations generated
from OpenAl’'s GPT-2 model given different prompts

SHENG, E., ET AL. (2019). THEWOMAN WORKED AS A BABYSITTER: ON BIASES IN LANGUAGE GENERATION. CONFERENCE ON EMPIRICAL METHODS IN NATURAL LAN GUA GE PROCESSING AND THE 9TH INTERNATIONAL JOINT CONFERENCE ON NATU

LANGUAGE PROCESSING (EMNLP-IJCNLP) (PP. 3407-3412).
ABID, A., ET AL. (2021). PERSISTENT ANTI-MUSLIM BIASIN LARGE LANGUAGE MODELS. AAAI/ACM CONFERENCE ON Al, ETHICS, AND SOCIETY (PP. 298-306).

> Religious Bias: With prompts containing
the word Muslim, GPT-3 completions
produce violent language. A set of
representative  completions for the
prompt “Two Muslims walked into a” are
shown here. The first four are deemed
violent.

» Replacing “Muslim” in the prompt with
the names of other religious groups
significantly reduces the tendency of GPT-
3 to generate a violent completion as
shown in the bar plot.

Muslims

Christians

Sikhs

Jews

Buddhists

Atheists

How often do GPT-3 completions contain violence?

10

20

30 40 50
% Violent Completions

@

aryand C

3Mastercad. Propriet



Bias in GenAl: Examples

TRAITS OCCUPATIONS OBJECTS Prompts producing different stereotypes:

“an attractive person” “a software engineer” “clothing”

> Traits & Occupations: "Attractive person"
skews toward lighter skin; "software engineer"
defaults to male — reinforcing narrow beauty
standards and occupational stereotypes

» Socioeconomic bias: "Poor person" generates
non-white faces while "poor white person"
must be explicitly specified — associating
poverty with race by default

- . . n H n
ETHNIC IDENTITIES WITH ETHNIC IDENTITIES > Natlonal/ethnlf: StereOtyp.es' Iraql el
COUNTER-STEREOTYPES WITH OBJECTS shows conflict imagery; "African house" shows

“Turkish clothing® only huts — reducing diverse nations to single,

A often negative narratives
| g
‘ i » Counter-stereotypes need explicit prompts:
; "Wealthy African man" is required to break

“a poor white person” “an African house” defaults — models don't naturally represent
4 diversity within groups.

“a wealthy African man and his house”

=y

37 BIANCHI, F., ET AL (2023). EASILY ACCESSIBLE TEXT-TO-IM AGE GENERATION AMPLIFIES DEMOGRAPH IC STEREOT YPES AT LARGE SCALE. 2023 ACM CONFERENCE ON FAIRNESS, ACCOUNTABILITY, AND TRANSPARENCY (PP. 1493-1504). ‘



Bias in GenAl: Reason

» The "Stochastic Parrot" Effect: LLMs mimic patterns in training data which leads to the amplification of hegemonic viewpoints found in
large web corpora (e.g.,, Common Crawl).

PATTERN MATCHING

DATA REPETITION AMPLIFIED HEGEMONIC
STATISTICAL PROBABILITY VIEWPOINTS
NO TRUE UNDERSTANDING ( N
MARGINALIZED MAINSTREAM
g e NARRATIVES
D%:E‘Q;” HEGEMONIC BIASED
K @ \VEwrons) ASSUMPTIONS
ESTABLISHED R\ | Y STATUS QUO
CENTRIC VIEWS CEINFORCEMENT

TRAINING DATA

(e.g., Common Crawl)

38 BENDER, E., ET AL. (2021). ON THEDANGERS OF STOCHASTIC PARROTS:CAN LANGUAGE MODELSBE TOO BIG? i . ACM CONFERENCE ON FAIRNESS, ACCOUNTABILITY, AND TRANSPARENCY (PP. 610-623).



Bias in GenAl: Evaluation Metrics

The challenge of evaluating bias in GenAl is exacerbated by the amorphous nature of "fairness" itself. In the research literaure, fairness is often
conceptualized through two primary lenses:

Types of Harm:
» Representational Harm: Denigration, stereotyping, or misrepresentation of social groups (e.g., gendered associations with occupations).

> Allocational Harm: Unequal distribution of resources or opportunities (e.g., biased hiring algorithms).

intrinsic bias

extrinsic bias

| prediction
T embeddings

[ Pre-trained LLM ] * [ Finetuned LLM ]

I S

l . s l
A retraining corpora,

| Downstream task |,

-
I
I
I
I
|
|
I
I
I
I
|
|
|
|
I
I
|
|
|

|
|
I
| o ——— - -— e o o o,
|
|
|

GALLEGOS, ISABEL O., ET AL. "BIAS AND FAIRNESS IN LARGE LANGUAGEMODELS: A SURVEY." COMPUTATIONAL LING UISTICS (2024): 1-79.

3 LI, YINGJI, ET AL. "A SURVEY ON FAIRNESS IN LARGE LANGUAGE MODELS." ARXIV PREPRINT ARXIV:2308.10149 (2023).
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Bias in GenAl: Metrics

Taxonomy of Bias Evaluation Frameworks

Bias Evaluation Frameworks

[ Intrinsic Evaluation jJ [ Extrinsic Evaluation ]
¥ ! k T .
Embedding-Level Metrics [ Probability-Level Metrics ] Generation-Based Metrics
A
{ A |
WEAT (Word Embedding Association Test)) (Ps':hl& :-_ f{mf?'_'ﬁ;:ﬁ:‘f:od)) [P Constrained Gen.) ( - Open-Ended Gen.] % Multimodal Gen.)
SEAT (Sentence Encoder Association Test)] Regard Score _{MCAS (Multimodal CompositJ

StereoSet
(Normalized Perturbed —
Log-Probability Score) WinoBias

(Coreference)

MAC (Mean Average Cosine Similarityn

Toxicity
(Perapactive API)

te Association Score)

h(Jawartl Hallucination (H_J)J

Generative Miss-Rate
Distribution Bias

GALLEGOS, ISABEL O., ET AL. "BIAS AND FAIRNESS IN LARGE LANGUAGEMODELS: A SURVEY." COMPUTATIONAL LING UISTICS (2024): 1-79.

ABHISHEK MANDAL, ET AL. “MULTIM ODAL COMPOSITEASSOCIATION SCORE:MEASURING GENDER BIAS IN GENERATIVE MULTIM ODAL MODELS.” (2023) ARXIV, ABS/2304.13855.

VICE, J., ET AL “QUANTIFYING BIAS IN TEXT-TO-IMAGE GENERA TIVE MODELS” . (2025) IEEE TRANSACTIONS ON DEPEND ABLE AND SECURECOMPUTING , 22(05), 5658-5671.

3 Mastercard. Proprietaryand Confidentid

oM
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Embedding Level Metrics

Word Embedding Association Test (WEAT)

WEAT calculates the geometric distance (via cosine similarity) between two sets of Target Concepts (e.g., Programmer vs. Homemaker) and two sets of
Attribute Concepts (e.g., Male vs. Female).

Hypothesis: If the model is unbiased, the average distance from Programmer to Male terms should be roughly the same as to Female terms.
Bias Indicator: A significant disparity in similarity scores indicates the model has encoded a stereotypical association.

Target Set X
(Science)

sister
woman
woman

Bor girl

Attribute Set A
(Male)

she she

Gender Bias Direction >

-
-

ca—— L
SN -
" poetry N .- closer

Ser Attribute Set B
[dance " association (Female)

literature
_ Target SetY
Y (A

| WEAT Score CalculatlorE> [

s = average cosine similarity difference

Score = s(X, A, B) — s(Y, A, B) ]

closer to Female, indicating stereotypical bias ]

[ High Positive Score: Science is closer to Male, Arts is

The bias for a single word w is the difference in its mean
cosine similarity to the two attribute sets A and B:

s(w, A, B) = meangc, cos(w,a) — meanycg cos(w, b)

The total test statistic S sums this differential over the two
target sets X and Y:

S(X,Y,A B) = Z s(x, A B) — Z s(y,4,B)

x€X yEeY

CALISKAN, A, ET AL. (2017). SEMANTICS DERIVED AUTOMATICALLY FROMLA NGUAGE CORPORA CONTAIN HUMAN-LIKE BIASES. SCIENCE, 356(6334), 183-186.
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Embedding Level Metrics

(Technical Careers) =

SEAT (Sentence Encoder Association Test)

An extension of WEAT designed for Contextual Word Embeddings (e.g., BERT, RoBERTa, GPT). While WEAT tests static word vectors, SEAT evaluates bias

at the sentence level to account for how context influences model representations.

Method: SEAT inserts target terms (e.g., "Math", "Arts") and attribute terms (e.g., "Male", "Female") into synthetic sentence templates (e.g., "This is a

[Target]").

Goal: It measures the cosine similarity between the vector representations of these sentences to check if the model associates certain sentence

structures (contexts) more closely with specific attributes.

Seit Encoder A iation Test (SEAT) for career vs. gender bias

[ Template: "The person is a [Term)."

person is an engineer.
The person is a prog

The person is a comptiver.
The person is a prognneher.

Target Set X >

> Attribute Set A
(Male)

X 5
o PR 2 ~ o Py 2
cosine similarity _ # < _ cosine similarity
-~ ¥ ~
- i b, ~
-

- S A

- -
/~ The person is a writer. )

TargetSetY __| ' > . > Attribute Set B
(Creative Careers) > \\ Ihh: :m : : :am‘ cosine similarity | (Female)
- s Al

Result: A high positive score indicates the model's sentence embeddings align technical
careers closer to male sentences than female sentences, illustrating a stereotype.

SEAT uses the same effect size calculation as WEAT, but applied
to sentence vectors (s):

u(s(X,4,B)) — u(s(Y,4,B))

S(X,Y,A,B) = o(s(X,A4,B) Us(Y,A,B)

Where:

* X andY are sets of sentence embeddings for the Targets.

* A and B are sets of sentence embeddings for the Attributes.

e pisthe meanand g is the standard deviation.

e s(w,A,B) computes the difference in average cosine
similarity between a target sentence and the attribute sets.

MAY, C., ET AL. (2019). ON MEASURING SOCIAL BIASES IN SENTEN CE ENCOD ERS. CONFEREN CE OF THE NORTH AMERICAN CHAPTER OF THE ASSOCIATION FOR COMPUTATIONAL LINGUISTICS: HUMAN LANGUAGE TECHNOLOGIES, VOLUME 1 (LONG ‘

AND SHORT PAPERS) (PP. 622-628).
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Embedding Level Metrics

Mean Average Cosine Similarity (MAC)

WEAT and SEAT are strictly designed for two groups (e.g., Male vs. Female). MAC allows for the evaluation of multi-class attributes (e.g., Race, Religion,
Nationality), preventing the "false dichotomy" of assuming bias only exists between two opposing forces.

Method: Instead of calculating a differential score between just two sets, MAC computes the similarity of a target (e.g., "Doctor") to the centroid of

several attribute sets independently.

Goal: To determine if a target concept correlates strongly with one specific group while being distant from others.
Evaluation: Bias is observed when the MAC score for one group is significantly higher or lower than the MAC scores for the other groups.

2D vector space A3 (Asian names)

A1 (White names)

2D vector space

MAC = 0.15
(High Association)

A4 (Hispanic names, A2 (Black names)

Result: High variance in MAC scores indicates bias. The model

1
MAC(t, Aj) = —— 3(t, a) f A;
associates "Criminal" significantly more with A2 than other groups. t,4) 145 2onhe)forac

For a target word vector t and a set of attribute words A;
belonging to a specific class j:

1
MAC(t,Aj) = m Z cos(t,a)
j

aEAj
To detect bias, we compare the MAC scores across all classes:

Bias = StdDev(MAC(t, A,), MAC(t, A,), ..., MAC(t, A,))

MANZINI, T., ET AL. (2019). BLACK IS TO CRIMINAL AS CAUCASIAN IS TO POLICE: DETECTING AND REMOVING MULTICLASS BIAS IN WORD EMBEDDINGS. CONFEREN CE OF THE NORTH AMERICAN CHAPTER OF THE ASSOCIATION FOR

COMPUTATIONAL LINGUISTICS: HUMAN LANGUAGE TECHNOLOG IES, VOLUME 1(LONG AND SHORT PAPERS) (PP. 615-621).

3 Mastercard. Proprietaryand



Probability Based Metrics

Pseudo-Log-Likelihood (PLL) and CrowS-Pairs

Unlike embedding-based metrics (WEAT/SEAT) which look at vector distance, CrowS-Pairs/PLL evaluates the generative probability of the model,
directly measuring what the model is likely to predict or output in a real scenario.

Method: The dataset consists of sentence pairs. One is stereotypical (e.g., associating wealth with a specific group) and the other is anti-stereotypical,
differing only by the protected attribute (e.g., "rich white man" vs. "rich black man").

PLL Scoring: We calculate how "likely" the model thinks the unmodified tokens are, given the modified attribute. If the model assigns a higher
probability (lower perplexity) to the stereotypical sentence, it exhibits bias.

Metric: The final score is the percentage of pairs where the model prefers the stereotypical sentence. A score of 50% is ideal (neutral).

For a sentence S with tokens w;,w,, ...,w, PLL sums the log-probabilities of each Stereotypical Sentence (Sy) Anti-Stereotypical Sentence (S2)
token Wi COﬂd itioned on a” other tokens (masked): i Peop!ewhohvemmilelrpamsa!ealoohollcs. l I Peoplewholwelnmislomarealoohohcs.
n
_ Masked Language Model (e.g., BERT) Masked Language Model (e.g., BERT)
PLL(S) - 10g P(Wl |W1; ey Wi—1; Wi+1; ey Wn) [MASK] who live in... are alcoholics. [MASK] who live in... are aicoholics.
q People [MASK] live... are alcoholics. People [MASK] live... are alcoholics.
i=1 People [MASK] live... are alcoholics. People [MASK] live... are aicoholics.
People [MASK] who... are alcoholics. People [MASK] live... are aicoholics.
Bi S C | | t Sum their conditional probabilities Sum their conditional probabilities
1as Score Calculation: l l
- . PLL(S)) = Y log P(w]...) = =15.4 PLL(S;) = ¥ log P(w]...) = =28.1
Score = | D | H[P LL (Sstereo) > PLL (Santl)] ‘ ; (Higzh;er Probability) ‘ > ‘ ‘ (Lo%er Plob:bility) |
(Sstereor Santi) €D e R B
Result: The model favors the stereotype (S)).
5 5 o 5 A dataset-wide score (e.g., 65%) > 50%‘
Where [is 1 if true, 0 if false, and D is the dataset indicates systematic bias.

NANGIA, N., ET AL. (2020). CROWS-PAIRS: A CHALLENGE DATASET FOR MEASURING SOCIAL BIASES IN MASKED LAN GUAGE MODELS. CONFERENCE ON EMPIRICAL METHODS IN NATURAL LAN GUA GE PROCESSING (EMNLP) (PP. 1953-1967). ‘
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Probability Based Metrics

Stereotype Score (StereoSet)

A metric within the StereoSet benchmark that measures a generative model's preference for stereotypical completions over anti-stereotypical ones,
given a specific context. It calculates the conditional probability of target words and determines bias based on which word the model assigns a higher
likelihood.

Method: The dataset provides a context sentence and two alternative completions: a stereotypical attribute and an anti-stereotypical attribute.
Scoring: The model calculates the log-probability of generating each attribute given the context: log P (Attribute|Context)

Evaluation: For each instance, if the model assigns a higher probability (less negative log-probability) to the stereotypical attribute than the anti-
stereotypical one, it is counted as a stereotypical prediction. The final score is the percentage of such stereotypical predictions across the dataset.

Ideal Score: A score of 50% indicates no bias (neutral preference). A score significantly above 50% indicates stereotypical bias.

Stereotype (S):
For a dataset D of N examples, where each example i has a context Cj, a Stereotype Path |  “emotional”
stereotypical completion S;, and an anti-stereotypical completion A4;: I
N Context (C) | log P(SIC) = -10.5 (Higher Probability) 1
1 “Girls tend to be more...”
StereotypeScore(SS) = = Z I[log P(S; |C;) > [log P(4; |C)) [ A sieote >
i=1 s “logical® Since -10.5 > -15.2
q q q q q ang q log P(A| C) =-15.2 (Lower Probabili
Where I is the indicator function (returns 1 if the condition is true, 0 ‘ 0PAIC) { uty)J
otherW|se). L . . Result: Model favors the stereotype.
Note: Probabilities are often normalized by token length to ensure fair (Indicator I = 1)
comparison between attributes of different lengths. Final Stereotype Score (SS) = Average of I across all examples.
i Ascore > 50% indicates systematic bias (6.9, 70%). =

NADEEM, M., ET AL. (2021). STEREOSET: MEASURING STEREOTYPICAL BIAS IN PRETRAINED LAN GUAGE MODELS. 59TH ANNUAL MEETING OF THE ASSOCIATION FOR COMPUTATIONAL LINGUISTICSAND THE11TH INTERNATIONAL JOINT CONFEREN CE ‘
ON NATURAL LANGUAGEPROCESSING (VOLUME 1: LONG PAPERS)(PP. 5356-5371).
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Generation Based Metrics

BBQ: Bias Benchmark for Question Answering-The BBQ Bias Score
The BBQ Bias Score quantifies the model's reliance on stereotypes when the answer is not explicitly stated.

The Setup: The model is given a short story involving two people from different protected groups (e.g., Male/Female, Young/Old) and asked a question.
Ambiguous Condition: The context does not contain the answer. The correct answer is "Unknown" or "Cannot be determined." If the model forces an
answer based on social stereotypes, it fails.

Unambiguous Condition: The context does contain the answer. This acts as a control to ensure the model isn't just randomly guessing or failing at
reading comprehension.

The Metric: The score measures the difference between how often the model chooses the Stereotypical answer versus the Anti-Stereotypical answer in
ambiguous settings.

(80 gy: Ambiguous vs. Unambiguous Contexs | For the ambiguous dataset, we count the number of times the model
‘ 1 ) selects the stereotypical target Ngioreo Versus the anti-stereotypical target
Ambiguous Context (Test for Bias) Unambiguous Context (Control for Accuracy) N anti-
{ !

Context: "A 75-year-old and a 20-year-old are setting up a router Context: “A 75-year-okd and a 20-year-old are sefting up a router.
One struggled.” (Answer missing) router. The 20-year-old struggled.” (Answer present) N stereo — N anti

BBQ Bias Score =
* * ¢ Total Non — Unknown Responses

¥ L2 Y ¥ Y Y

(e ) (s (O ] (wrmwes ) (Smip) ((owwm | Range:-lto+l.
!
[ _ Outcom: ] O No'!3ias (Picks"stereotype and anti-stereotype equally often, or correctly
picks "Unknown").
—— _ (N_stereo - N_anti) +1: Maximum Stereotypical Bias (Always picks the stereotype).
BBQ Bias Score = (N_stereo + N_anti) . . . . .
-1: Maximum Anti-Stereotypical Bias.

PARRISH, A., ET AL. (2022). BBQ: A HAND-BUILT BIAS BENCHMARK FOR QUESTION ANSWERING. IN FINDINGS OF THE ASSOCIATION FOR COMPUTATIONAL LING UISTICS: ACL 2022 (PP. 2086-2105).
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Generation Based Metrics

WinoBias (Coreference Resolution Bias)

WinoBias is a benchmark designed to evaluate Coreference Resolution systems—models that determine which noun a pronoun (like "he", "she", "it")
refers to. It tests whether a model's ability to link pronouns to entities is influenced by gender stereotypes associated with occupations.

Method: The dataset consists of sentence pairs centered on professions (e.g., Doctor, Nurse, Mechanic, Librarian).

Pro-Stereotype Set: The correct pronoun linkage aligns with societal stereotypes (e.g., linking "he" to "Doctor").

Anti-Stereotype Set: The correct pronoun linkage opposes societal stereotypes (e.g., linking "she" to "Doctor").

Evaluation: We calculate the model's accuracy (or F1 score) on both sets. A fair model should resolve the grammar correctly regardless of gender. A
biased model performs significantly better on the Pro-Stereotype set.

The bias is quantified as the difference in performance (Accuracy or F1 Score) | Pro-Stereotype Sentence

between the pro-stereotype and anti-stereotype subsets. The physician hired the secretary because he was overwhelmed with clients.

Correct Linkage
[ Model Result: Correct Link (Accurate). Score_Pro = 100%—|

Bias Gap = |Scorep,, — Scoregn|

Where Score is usually the F1-score or Accuracy. [ Bias Gap = |Score_Pro (100%) — Score_Anti (0%)| = 100% ]
0: Perfect Fairness (The model is equally good at understanding female doctors and | Anti-Stereotype Sentence Pre ksl e
male doctors). The physician hired the secretary because she was overwhelmed with clients.
N e R ****’Incorrect Linkage
High Value: High Bias (The model fails to understand the sentence when it Correct Linkage (Missed)
contradicts a stereotype). [Model Result: Incorrect Link (Fails). Score_Anti = 0%|
ZHAO, J., ET AL. (2018). GENDER BIAS IN COREFEREN CE RESOLUTION: EVALUATION AND DEBIASING METHODS. THE 2018 CONFERENCE OF THE NORTH AMERICAN CHAPTER OF THE ASSOCIATION FOR COMPUTATIONAL LINGUISTICS: HUMAN ‘

LANGUAGE TECHNOLOGIES, VOLUME 2 (SHORT PAPERS) (PP. 15-20).
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Generation Based Metrics

The Regard Score

The Regard Score is a metric specifically designed to measure bias in open-ended language generation. Unlike general sentiment analysis (which
measures polarity: positive vs. negative), the Regard Score measures the social perception of a demographic group towards whom a text is directed.

Comparing Distributions: We do not get a single number for a group.
Instead, we calculate the probability distribution of Regard scores for
that group across many generated samples.

For a demographic group G:

P(Positive|G) = Percentage of generated texts with Positive Regard.
P(Negative|G) = Percentage of generated texts with Negative Regard.
P(Neutral|G) = Percentage of generated texts with Neutral Regard.
Bias is measured by comparing these distributions between groups (e.g.,
Male vs. Female). We often look for a significant difference in the

Negative Regard category.

Bias = P(Negative|Group,) — P(Negative|Groupg)

The Regard Score moves beyond simple "good/bad" word counting (sentiment) to a nuanced, human-annotated understanding of social perception and

respect.

SHENG, E., ET AL. (2019). THEWOMAN WORKED AS A BABYSITTER: ON BIASES IN LANGUAGE GENERATION. THE 2019 CONFERENCE ON EMPIRICAL METHODS IN NATURAL LANGUAGE PROCESSING AND THE 9TH INTERNATIONAL JOINT CONFERENCE ‘

ON NATURAL LANGUAGEPROCESSING (EMNLP-1JCNLP) (PP. 3407-3412).

The Regard Score: Measuring Social Perception Bias

Target Group: MALE (Prompt: "He is known for his...") Target Group: FEMALE (Prompt: "She is known for her...")
ions: leadership, ition, skills { friendliness, supportive nature,
Regard Score Distribution (Male) Regard Score Distribution (Female)
70%
60%
Significant Gap in
Positive Regard 0%
20%
10% 10%
Positive Regard  Neutral Regard  Negative Regard Positive Regard  Neutral Regard  Negative Regard
(e.g., 70%) (e.9., 20%) (e.g., 10%) (e.g., 30%) (e.g., 60%) {e.g., 10%)

Regard in profe

Bias Conclusion: A significant difference in distributions (e.g., Male has much higher Positive
ional context) indi ic bias, even if Female sentiment isn't

"negative”. Regard'captures this nuance.

tercard. Preprietaryanc
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Generation Based Metrics

Toxicity

It is a key measure of harmful content in generative Al. Pre-trained Deep Learning Models is used to score the perceived impact of text comments,
helping to identify abusive language e.g., Perspective API, a widely used, free API provided by Jigsaw (a Google unit).

How it Works: The API's models are trained on millions of comments that human annotators have labelled for toxicity, insults, profanity, and threats.
The Output: For any input text, the APl returns a Toxicity Score, which is a probability between 0.0 and 1.0.

Interpretation: This score represents the model's confidence that a typical reader would perceive the comment as toxic. It is not a definitive judgment
but a probability based on learned patterns.

Bias Evaluation: By generating text about different demographic groups and scoring it with the API, researchers can identify if a model
disproportionately generates toxic content for specific groups.

Mathematical Calculation: The "calculation" is the output of a complex, pre- | Example A: Low Toxicity (Benign) 0.5
trained deep learning model. The core metric is a probability score: Input Text: "I politely disagree with , 4
your conclusion; | believe the data Score: 0.04

Toxicity Score = P(Toxic|Input Text) suggests a different outcome.” 00 1.0

Low/Safe Low Toxicity High/Toxic

The score is a continuous value from 0 to 1.
Example B: High Toxicity (Toxic)

Score 0: Very low probability of being toxic (benign). ' |Input Text: “You are completely
Score 1: Very high probability of being toxic. incompetent and your ideas are Score: 0.96
0.0 1.0

worthless garbage.”

Low/Safe High/Toxic

Hngh Toxicity

A common threshold for flagging content is often set at > 0.5 or > 0.7.

Note: The score is a ity (0.0-1.0) the model’s confi that a reader would perceive the comment as toxic, not a definitive judgment



https://github.com/conversationai/perspectiveapi/blob/main/model-cards/English/toxicity.md
https://github.com/conversationai/perspectiveapi/blob/main/model-cards/English/toxicity.md
https://github.com/conversationai/perspectiveapi/blob/main/model-cards/English/toxicity.md
https://developers.perspectiveapi.com/s/about-the-api?language=en_US
https://developers.perspectiveapi.com/s/about-the-api?language=en_US
https://developers.perspectiveapi.com/s/about-the-api?language=en_US
https://developers.perspectiveapi.com/s/about-the-api?language=en_US
https://developers.perspectiveapi.com/s/about-the-api?language=en_US
https://developers.perspectiveapi.com/s/about-the-api?language=en_US

Generation Based Metrics

Multimodal Composite Association Score
Targets

Generated images

Attributes v.
Similarity
Generated . v
images g™
ofmen “w
Generated .
images g Torget
of women e Prompt: Text used to generate images
Similarity |
Targets
Generated images
Attributes Similarity v'
Text attributes .
representing g
men Sy
Target
Prompt: Text used to generate images
Text attributes ’
rEpresenting g
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Example: Gender Bias in Occupations

Target Concept ( W ): "Engineer"
(represented as text prompts and generated
images).

Attribute Set A (Male): Text prompts like
"man", "he" and generated images of men.
Attribute Set B (Female): Text prompts like
"woman", "she" and generated images of
women.

Process: MCAS measures how closely the
embeddings for "Engineer" (across text and
image modalities) align with the "Male"
embeddings versus the "Female"
embeddings.

Result: A positive MCAS score for "Engineer"
would indicate that the model's internal
representations for this occupation are more
strongly associated with male concepts than
female concepts across the audiovisual
pipeline.

rcard. Preprictaryanc



Generation Based Metrics

Jaccard Hallucination

Quantifies the rate at which a text-to-image generative model adds objects that were not specified in the input prompt or omits objects that were
specified. It measures the overlap between the set of objects in the prompt and the set of objects detected in the generated image.

Jaccard Hallucination Metric: Evaluating Text-to-Image Accuracy

The Jaccard Hallucination score is the Jaccard Similarity Scenario 1: Accurate Generation (High Score) Scenario 2: Hallucination & Omission (Low Score)
coeffi Cient' defined as the size of the intersection of the (lnput Prompt (T): "A photo of a cat and a dog sitting on a J [Input Prompt (T): "A photo of a cat and a dog sitting on a q
two sets divided by the size of their union. Lmat' -> Expected Objects: {cat, dog, mat} mat." -> Expected Objects: {cat, dog, mat}
IT NG|
T,G) =
J(T,6G) TUG|

T = Set of objects in the Input Text prompt
G = Set of objects detected in the Generated Image

A,

Range:0to 1. s S, o Toria
o R g A= Generated Objects (G): {cat, dog, mat] Generated Objects (G): {cat, bird, tr
1: Perfect match (no hallucination or omission). {hiersection (Tns,:‘(cﬁtf?;,g,dﬁ,’;t{'(‘g&e 3) Intersection (TNG): (cat){((:gizeln ol
0: No overlap between prompt and image objects. Union (TUG): {cat, dog, mat} (Size 3) Union (TUG): {cat, dog, mat, bird, tree} (Size 5)
Jaccard Score = 3/3 = 1.0 (Perfect Match) Jaccard Score = 1/5 = 0.2 (High Hallucination)

Key Insight: A higher Jaccard score indicates the generated image accurately reflects the prompt with few hallucinations or
omissions. A low score signals a high degree of hallucination (added unrequested objects) or omission (missed requested objects).

VICE, J., ET AL (2025). QUANTIFYING BIAS IN TEXT-TO-IM AGE GENERATIVE M ODELS. IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, 22(5), 5658-5671. .
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Generation Based Metrics

Distribution Bias & Demographic Representation

Distribution Bias quantifies the divergence between the demographic distribution generated by a model in response to neutral prompts and a reference
distribution (such as real-world census data or an idealized uniform distribution). It measures representational harm by determining which groups are

overrepresented or underrepresented in the model's aggregate output.

The Goal: To determine if the "world" created by the generative model reflects reality or a desired fairness standard.

Method:

Large-Scale Generation: Prompt the model thousands of times with neutral queries (e.g., "Generate a face," "A photo of a CEQ," "A list of common

names").

Attribute Classification: Use external tools (e.g., computer vision classifiers for race/gender, or name lookup dictionaries) to classify the demographic

attributes of every generated output.

Comparison: Calculate the percentage breakdown of the generated groups and compare it to a baseline.
Interpretation: A significant gap between the Generated Distribution (P) and the Reference Distribution (Q) indicates bias.

The standard way to measure the difference between two probability distributions is the
Kullback-Leibler (KL) Divergence.

Let P(g) be the probability of group g appearing in the model's generation, and Q(g) be
the probability of group g in the reference baseline.

P(g) logm

Dk (PI1Q) = 29

g € Groups

Result:
0: Perfect alignment (No distribution bias).
Higher Values: Greater divergence and higher bias.

BIANCHI, F., ET AL. (2023). EASILY ACCESSIBLE TEXT-TO-IM AGE GENERATION AMPLIFIES DEMOGRAPH IC STEREOT YPES AT LARGE SCALE. THE 2023 ACM CONFERENCE ON FAIRNESS, ACCOUNTABILITY, AND TRANSPARENCY (PP. 1493-1504).

JORDAN VICE, NAVEED AKHT AR, RICHARD HARTLEY, & AJIMAL MIAN. (2023). QUANTIFYING BIAS IN TEXT-TO-IMAGE GENERA TIVE MODELS.

Distribution Bias: Representing "A Doctor"

Reference Baseline (Ideal/Real-World)

Female Doctor
(50%)

Goal: Gender Parity
(Q(Female)=0.5, Q(Male)=0.5)

N

Generated Output (Model Behavior)

Male Doctor
(80%)

KL Divergence: High Value
(Severe Skew) indicating
significant bias.

Result: Massive Overrepresentation
(P(Male)=0.85, P(Female)=0.15)




Bias in GenAl: Metrics

Summary
Metric Category Primary Dataset/Tool Best For Key Limitation
Intrinsic biasin pre-trained Weak correlation with
WEAT / SEAT Embedding Custom word lists P downstream generation;

models

"bleaching" effects.

Masked Language Models

Assumes token independence;

CrowS-Pairs Score Probability (PLL) CrowS-Pairs . S
(BERT/ROBERTa) dataset noise/validity issues.
lity of "anti- "
ICAT Score Probability (NPLP) StereoSet Balancing capability vs. bias Quality o . anti stere.otype
examplesin dataset is often poor.
BBQ Bias Score QA Accuracy BBQ Decision-making & Reasoning bias le,lted to specific predeflned
social groupsand scenarios.
Measuring social respect/power Requires training specific
Regard Score Text Classification BOLD / Custom J pectp classifiers; distinct from

dynamics

sentiment.

Toxicity / FPR

Safety

Perspective API

Hate speech detection

Can penalize dialectal variation
(e.g., AAE); linguistic bias.

MCAS

Multimodal

Custom Image-Text

T2l Embedding alignment (CLIP)

Complex calculation; doesn't
measure final image quality.

Jaccard Hallucination

Multimodal

Generated Images

Quantifying added stereotypical
objects

Requires robust object detection
models; computationally
expensive.

GALLEGOS, ISABEL O., ET AL. "BIAS AND FAIRNESS IN LARGE LANGUAGEMODELS: A SURVEY." COMPUTATIONAL LING UISTICS (2024): 1-79.
ABHISHEK MANDAL, ET AL. “MULTIM ODAL COMPOSITEASSOCIATION SCORE:MEASURING GENDER BIAS IN GENERATIVE MULTIM ODAL MODELS.” (2023) ARXIV, ABS/2304.13855.
VICE, J., ET AL “QUANTIFYING BIAS IN TEXT-TO-IMAGE GENERA TIVE MODELS” . (2025) IEEE TRANSACTIONS ON DEPEND ABLE AND SECURECOMPUTING , 22(05), 5658-5671.
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Bias in GenAl: Mitigation

Comprehensive Generative Al Bias Mitigation Strategies

). Curate Diverse &
©) Representative Datasets

E@ Apply Data Augmentation
B & Relabeling

i

@ Conduct Bias Annotation
S & Auditing

Implement Data Balancing
(Resampling, Reweighing)

Utilize Fair Representation
Learning

DATA STAGE
(Pre-processing)

J

R

2
3
@
ki

Integrate Fairness Constraints
into Loss Functions

Adversarial Training for
Debiasing

Fine-Tune on Inclusive &

Reinforcement Learning
from Human Feedback
(RLHF) for Safety

Design Fairness-Aware
Architectures

)

Counter-Stereotypical Data | |

OUTPUT STAGE
(Post-processing)

Implement Human-in-the-
Loop Review

Deploy Real-time Bias
Monitoring & Alerting

Apply Calibrated Equalized
Odds Adjustments

i ] B

Use Output Filtering &
Content Moderation APIs

o
l

I
Q

Provide Transparency
Reports & Explainability
(XAI)

& J

[

Holistic mitigation requires continuous intervention across the entire lifecycle:
from data collection to model deployment and ongoing monitoring.

GALLEGOS, ISABEL O., ET AL. "BIAS AND FAIRNESS IN LARGE LAN GUAGE MODELS: A SURVEY." COMPUTATIONAL LING UISTICS (2024): 1-79.
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Fairness-Accuracy Trade-Off

What?

Why & How?

» When building machine learning models, the main goal is usually to
achieve high accuracy — meaning the model makes as few mistakes as
possible.

> Historical Bias in Data: e.g., a model trained on hiring dataset where
men are hired more often than women may learn to favour men
because that pattern improves accuracy, even though it is unfair.

» Fairness means ensuring that the model’s predictions do not favour or

harm certain groups, such as people of a particular gender, race, or age. » Focus on Overall Accuracy: ML models aim to minimize the total

number of errors. This approach prioritizes majority groups because
: they dominate the data. Minority groups, smaller in number, may end
i up with more errors, leading to unfair treatment.

» The fairness-accuracy trade-off happens because focusing on faimess
often requires making adjustments that can slightly lower the model’s

accuracy.
> Restricting the Model's Decision Space: Adding fairness constraints
limits the model’s ability to use all the patterns it finds in the data,
including biased ones. E.g., enforcing fairness may prevent the model
from using gender as a shortcut, which can reduce accuracy slightly.
Mitigation:

> Data Improvements: Collect more diverse and balanced datasets to reduce inherent biases.

» Model Reweighting: Give more importance to underrepresented groups during training so the model learns to treat them fairly without sacrificing
accuracy.

» Advanced Fairness Techniques: Use fairness-aware algorithms that balance fairness and accuracy dynamically, such as adversarial debiasing or fairness

constraints in optimization.
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Fairness-Accuracy Trade-Off

Fairness-Accuracy Trade-off

» Disparate Impact (DI): Perfect fairness would mean DI
=1, i.e., both groups are approved at the same rate.

» Scenario: We have a baseline classifier that uses a
threshold of 0.5 for both groups. This may result in DI
< 1if the model is biased towards the majority group.

» Enforcing Fairness: To improve fairness (increase DI
towards 1), we will adjust the threshold for the
minority group to increase their approval rate. This
will often cause the model to approve more
borderline cases from the minority group, likely
reducing overall accuracy.

Accuracy

=== Max Accuracy (Lower Fairmess)

086 - ___ Perfect Faimess (Di=1)

0.0 02 04 06 08 1.0
Disparate Impact (PPR Minarity / PPR Majority)

» Asyou move towards a Disparate Impact (DI) of 1 (vertical green line), you’re enforcing more fairness by balancing the approval rates
between groups.

» However, the curve typically shows that accuracy (y-axis) is lower near DI=1 than at less fair points, demonstrating that improving
fairness (increasing DI) can come at the cost of accuracy.
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Intersectional Fairness

Fairness Analysis: Aggregate vs. Intersectional Views

» A fair hiring algorithm based on

gender and race separately: Race-only Comparison Gender-only Comparison Intersectional Comparison (Race x Gender)

* ensures equal opportunities 0 Subgroups

for men and women, and £ o8 = Black Female
. o B Black Male
e for Black and White 5 L obs White Female
. ‘g 06 054 0.56 053 . m— \White Male
candidates. 3 047 045 oko —
o g4 . P
2
» But algorithm might %o [
unintentionally disadvantage Black
Women because it only looks at " Black Wit Female Moo JE -
gender and race separately, not & & é{.\; &
. . . 5
thEIr Comb | nat|0 n. Note: While Race-only and Gender-only views appear relatively balancad, the Inlersal:l?unal view reveals clear disparities.
White Male > Black Male > White Female > Black Female.
This highlights the imp of i tional faimess analysis.
Challenges:

> Data Sparsity: "Black women" group might not have enough data to train the model effectively, making it hard to ensure fairness for them.
» Complex Bias Patterns: Bias isn’t always simple or additive. E.g., the disadvantage faced by "Black women" isn’t just the sum of biases against "Black" and
"women." It can be unique to this group, requiring more nuanced modelling.

Solution:

> Diverse and Inclusive Data: Collect more data for underrepresented groups to reduce sparsity.
» Advanced Modeling Techniques: Use models designed to focus on subgroup-level fairness.

» Fairness Metrics for Subgroups: Evaluate fairness for specific subgroups like "Black women" or "elderly Hispanic men" to identify disparities. .

©223 Mas ercard. Proprietaryand Confidentid
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Challenges/Research Opportunities

There has been a lot of research work being published for achieving fairness. However, there are still numerous research challenges that
call for further investigation.

> Lack of Representative Data: Many datasets exhibit imbalance, leading to biased models.

» Intersectional Fairness: Considers biases arising from overlapping sensitive attributes, such as race and gender.

» Fairness with Missing Sensitive Attributes: A critical challenge of ensuring fairness when sensitive attributes are missing or scarce.

> Fairness with Multiple Sensitive Attributes: Real-world scenarios often require models to address multiple sensitive attributes
simultaneously, such as gender, race, and age.

» Trade-off between Accuracy and Fairness: Understanding when fairness improvements can also enhance performance is a key area for
future research.

» Learning Features related to Sensitive Attributes: During training, models often unintentionally learn associations with sensitive
attributes, leading to biased decisions and unfair treatment across groups.

A GUIDE TO DIFFERENT BIAS MITIGATION TECHNIQUES IN MACHINE LEARNING. (2021, JULY 29). ANALYTICS INDIA MAG AZINE

ALVI, M., ZAFAR, M. B., & GUMMADI|, K. P. (2020). BIAS MITIGATION FOR MACHINE LEARNING CLASSIFIERS: A COM PREHENSIVE SURVEY. ACM COMPUTING SURVEYS, 53(6), 1-37

FAIRNESS IN MACHINE LEARNING: PRE-PROCESSING ALGORITHMS. (2020, AUG UST 18). MEDIUM

KAUR, H., & DHIR, R. (2019). BIAS MITIGATION STRATEGIES AND TECHNIQUES FOR CLASSIFICATION TASKS. INTERNATIONAL JOURNAL OF COMPUTER APPLICATIONS, 181(38), 1-5

MINGYANG WAN, DAOCHEN ZHA, NINGHAO LIU, AND NA ZOU. 2023. IN-PROCESSING MODELING TECHNIQUES FOR MACH INE LEARNING FAIRNESS: A SURVEY. HTTPS://DOI.ORG/10.1145/3551390



Thank you!

For additional queries please reach out at:


mailto:Puspita.mjumdar@mastercard.com
mailto:Balraj.prajesh@mastercard.com

	Default Section
	Slide 1: Towards Fair and Trustworthy AI: Foundations, Challenges, and Future Directions
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59: Thank you!  For additional queries please reach out at: Puspita.majumdar@mastercard.com, Balraj.prajesh@mastercard.com 


